
Why businesses need 'cleon lP softwqre cerlificqles'
The software industry has

mafured, and software development
nowadays is largely an assembly of
components -pieces of code (files)
being put together to constitute the
final product, much as for hard
products. Some software compo-
nents may be created by product
developers, while most of the others
are obtained from third party
sources: commercial vendors, out-
sourced developers and, more and
more, open source repositories. Soft-
ware components are easily acces-
sible over the web and sometimes
they may appear to be free of cost,
but they are not free of licensing or
copynCht obligations.

Such obligations may end up
haunting the hapless company
attempting to distribute a software.
intensive product without an under-
standing of the legal implications of
doing so. The same is true for a com-
pany that acquires a software
product without ensuring that it
comes with a clean "bill of obliga-
tions."

There are sufficiently many legal
precedents for people to start asking
for a "certificate of software intel-
lectual property (IP) cleanliness"
every time there is a commercial
transaction involved (see M. Morgan
and S. Cohn-Sfetcu's article in Intel-
lectual Property and Technology
Law Journal, December 2008). The
alternative is to impose heavy
indemnity coverage and that is
expensive as well inefficient in a
fast-paced business environment.

So, how does one ascertain that
software is free of legal obligations?
The usual approach is to go through
a process ofdue diligence. Tradi-
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tionally, this has been done manu-
ally, by hiring software and legal
experts to check the software and
make sure that it meets all necessarv
obligations, but this is expensive ani
time consuming.

Fortunately, there are now several
commercial software tools to under-
take code analysis and attempt to
identiff its components and deter-
mine theirpedigrees. This is done by
scanning the software, decomposing
it into meaningful pieces, and then
checking them against large data-
bases ofknown software code.

The accuracy of the analysis
depends on the complexity of the
software and the completeness of the
available databases. And still. there
will be pieces of code that are nol
fully identif ied and need to be
checked manually. Even worse, if
there are any pieces of software that
do not havc clean lP obligations, thc
company wil l have to redevelop
thenr. which is onerous both in terms
of development costs as well as
delayed time to market.

The best approach is to insist that
record keeping and IP management
are treated as an integral part ofthe

software development and quality
assuftrnce process. Some companies
have done this by attempting to edu-
cate their developers in IP matters
and imposing certain rules con-
cerning use of thid-party software
in their products. This may be
expensive as it requires constant
legal training of software developen
(a tough task in its own right), and
there still wouldn't be any guarantee
that the company rules are fully fol-
lowed in the development process.

Automatic tools and processes
for software IP management can
ensure greater efficiency. Such tools
and processes cover the spectrum of
requirements necessary to deliver a
certificate of software IP cleanli-
ness. They include:
I Definition, dissemination and
enforcement of an organization soft-
ware IP policy commensurate with
corporate business goals. Such a
policy needs to specify what is
allowed and what is resficted, what
are acceptable external content
license attributes, what to do if a
piece ofcode is unknown or has an
unacceptable license and what the
potential restrictions in distribution
due to export controls are;
I Analysis of the enterprise legacy
code and the creation ofan associ-
atcd pedigree database;
r A full understanding of the
existing software status in relation to
thc oryanization'.s IP policy;
r Real-time gathering of software
records for all new source code cre-
ated or brought into the organization
by its developers;
I Preventive analysis ofeach new
software component to ensure that it
meets the corporate IP policy;

I Alerting the developer that code
brought into the project does not
meet corporate IP policy, with
insffuctions on what to do in orderto
alleviate the situation;
I Completion of a "software bill of
materials," which contains informa-
tion on all components, including
their origin, licensing obligations,
supplier history version and all other
pertinent information for proper life-
time management.

This software bill of materials is
the basis for a certificate of software
IP cleanliness, which should be
required for any software that
changes corporate hands.

Legal counsel should get
involved with software managers to
help them institute appropriate soft-
ware IP policies and establish the

necessary processes for ensuring IP
compliance, while enabling con-
structive use and adoption of com-
petitive software components. They
should insist that any software
acquired by the company comes
with a clean IP certificate and enable
their clients to provide such certifi-
cates to their own customers.I
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